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Statement of Intent 

Talbot House Trust is a registered children's charity set up in 1974 in the North East 
of England in order to provide education and care to young people with emotional or 
behavioural difficulties. Our site is in Newcastle Upon Tyne and we have a school for 
children aged between 5 and 18 years old, and Chadersley children's home for 
children aged between 7 and 18 years old. Our children may have social, emotional 
or mental health considerations, or a learning disability.  
  
As a Trust, we aim to provide high quality care and education for our children and 
young people, and have high expectations for the children themselves. Our purpose 
is to give them a future filled with aspiration.  

The internet is an integral part of our lives, and children need to learn how to use it 

safely and effectively. Children and young people can access the internet in many 

different ways, using a variety of devices including desktop computers, laptops, 

mobile phones, tablets and games consoles. The overarching emphasis of this 

policy, therefore, is to provide guidance on how to ensure our young people are safe 

online. 

“Children and young people need to be empowered to keep themselves safe – this 

isn’t just about a top-down approach.  Children will be children – pushing boundaries 

and taking risks.  At a public swimming pool we have gates, put up signs, have 

lifeguards and shallow ends, but we also teach children how to swim…  

… just like in the offline world, no amount of effort to reduce potential risks to children 

will eliminate those risks completely.  We cannot make the internet completely safe.  

Because of this, we must also build children’s resilience to the material to which they 

may be exposed so that they have the confidence and skills to navigate these new 

media waters more safely”.   

Safer Children in a Digital World, Report of the Byron Review Executive Summary, 

March 2008.  
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1. Key Responsibilities of Staff 

Staff will help keep children and young people safe when using social 
networking sites by: 

• Ensuring young people set their privacy settings appropriately  and 
explaining why this is important. 

• Paying attention to what information young people are posting and 
how much time they are spending on devices. 

• Educating young people on online safety and referring to websites 
such as “Childline – staying safe online” and “NSPCC – online 
safety”. 

• Encouraging young people to share their social networking 
experiences with an appropriate adult and engage with them 
positively. 

• Having an awareness of online safety issues, and how they relate to 
the children in their care. 

• Modelling good practice in using new and emerging technologies 
and demonstrating an emphasis on positive learning opportunities 
rather than focusing on negatives. 

• Identifying individuals of concern, and taking appropriate action. 

• Knowing when and how to escalate online safety issues, internally 
and externally. 

• Maintaining a professional level of conduct in their personal use of 
technology, both on and off site. 

• Identifying changes in behaviour that could indicate that a child is at 
risk of harm online. 

 

2. Safeguarding Children 

• Despite the positive aspects the internet does have, it can also pose 

dangers to vulnerable children and young people. Pornographic, violent, 

extremist and other unsuitable material is readily accessible, and there are 

adults that pose as children themselves who attempt to make contact with 

children and young people. 

• In order to safeguard children and young people against potential harm, all 

young people will be required to sign an “internet safety agreement” before 

having access to the internet or devices capable of this. This will be 

discussed in appropriate terms with the young person and will include Wi-

Fi restrictions, being safe online and that staff may need to access and 

check their devices in order to maintain their safety.  

• Whilst Chadersley can put safeguards in place such as restricting access 

to potentially harmful sites and media through directly supervising internet 

use and managing Wi-Fi access (via the home’s Wi-Fi), it is important to 

realise that children and young people can access the internet in many 

ways through a variety of devices that are not always easy to monitor or 

supervise. Wi-Fi is only available in the home between the hours of 7am 

and 11pm. Chadersley takes the view that children and young people 
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should be empowered to manage these risks and be able to develop the 

digital resilience in order to use the internet in a safe and positive manner. 

• Staff must be vigilant to the potential hazards of internet access by 

children and young people, and take all necessary steps to assess risks, 

and thereby reduce and manage the hazards that may be presented to 

them. 

• Staff and other professionals may, on occasion, prevent children and 

young people’s access to the internet in order to keep them safe from 

harm, or to keep other children safe. This should be done as a part of an 

agreed plan and may include confiscating equipment for a temporary 

period. 

• Staff may, as appropriate, choose to prevent young people’s internet 

access on a temporary basis as a sanction. If it is deemed to be 

proportionate to restrict a young person’s device or internet access, the 

staff team will ensure that other methods of communication are available 

should the young person wish to maintain contact with permitted friends 

and family members. 

• If staff have any concerns about children’s online activities, they should 

report it to the child’s social worker as well as a member of the 

management team. 

• Most social networking sites impose age limits on their membership, with 

the majority denying membership to anyone under 13 years old, and staff 

should therefore be aware that it is inappropriate for children under an 

imposed age limit to use social networking sites. 

• Social networking sites are often used by perpetrators as an easy way to 

access children and young people for sexual abuse. In addition, radical 

and extremist groups may use social networking to attract children and 

young people.  

• Internet abuse may also include online bullying, which can include the 

tormenting, threatening, harassing, humiliating, embarrassing or otherwise 

targeting of a child by one or more children using the internet and/or 

mobile devices.  

• All staff members should adopt an attitude of ‘professional curiosity’ and 

ask questions about the young people’s internet use and investigate any 

concerns or suspicions that they are engaging in potentially harmful 

internet use rather than assuming they are safe and accepting things at 

face value.  

• In the event of a child or young person suspected of being groomed, 

exposed to harmful material, or contacted by someone inappropriately, via 

the internet or other devices such as a mobile phone - as with any other 

child protection or safeguarding concern - the matter must be reported to 

the senior staff on duty immediately, and to the manager or the 

responsible individual without delay. The child or young person’s placing 

authority must also be notified of any concerns as soon as possible. 
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• All concerns raised by a child or young person regarding their safety, 

possible grooming, radicalisation, or bullying via texts, telephone 

messages or on-line contact must be taken seriously by staff, accurately 

recorded and passed on to shift leaders and managers.  

• If a child or young person discloses that they have had access to 

pornographic or other unsuitable ‘adult’ material, or material of an 

extremist nature, via the internet in the past, whether at home or in a 

previous placement, there may be a safeguarding issue to be considered, 

and this must be reported to a manager without delay. 

3. Guidance for Staff on Internet Safety 

In order to safeguard young people staff will: 

• Always check age ratings but remember they do not cover everything. It is 

important to check the game out before allowing a young person to play it. For 

a detailed breakdown of the content of a boxed console or computer game, 

refer to the Video Standards Council, Additional Consumer Information (ACI).   

• Help the young person understand that people they meet online may not 

always be who they claim to be. Some games let you mute, block and report 

other users. Make sure the young person knows how to do this if someone in 

the game upsets them or makes them feel uncomfortable. Childline has online 

gaming advice to help them do this. Remind them that they can talk to staff if 

they are worried. 

• Activate parental controls on gaming consoles to help prevent young people 

downloading age-inappropriate games or seeing harmful material. 

• The Apple App Store permits in-app purchases to be turned off on iPads and 

iPhones. The Apple App Store and Google Play allow you to create a pin code 

that must be entered before you buy. 

• Privacy settings on some games can be used to control what other users can 

see about the player and prevent strangers from contacting a young person. 

Contact 02 and NSPCC Online Safety Helpline for free on 0808 800 5000 for 

advice on how to do this. 

4. Age Ratings 

• All boxed games for consoles and computers within the UK are given a 

PEGI (Pan-European Game Information) rating of age 3, 7, 12, 16, or 18. 

• The age ratings indicate who the game is suitable for based on the type of 

content you’ll see when playing. Indicators on the game’s packaging 

explain why it has been given its rating. For example, it will specify if the 

game shows violence, drugs, swearing, sex, or horror.  

• Games on app stores also have age ratings. Google Play, Windows Store, 

Nintendo eShop and Oculus use the PEGI system, however, the Apple 

App Store and Amazon Apps have their own age ratings. Most games 

distributers will provide information about the game's content; it is 

important to ensure this is read before downloading. 

http://www.askaboutgames.com/age-rating-info/
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• Age ratings are a helpful guide, but each young person is different, so it is 

also useful to think about how mature the young person is for their age, 

and the kinds of content they would feel comfortable with. 

5. Online Chat 

Age ratings are a valuable tool, but they are only based on content. Even if a 

game is rated as 3, it may still allow a young person to talk to other players, 

including strangers in their local area or from around the world, through voice 

chat or instant messenger. Many gamers also talk through external gaming 

forums or chat sites such as Skype. As well as using age ratings, staff should 

check the game’s features for themselves to determine its suitability.   

6. Clickjacking 

Clickjacking is a malicious technique of tricking an unsuspecting child to click on 

something that results in downloading malware or sharing private information.  

Examples of clickjacking are a funny video with a clever caption such as “OMG! 

You won’t believe what this girl did!”, or a fake app that can show the young 

person who has looked at their page. 

8. Privacy and Identity Theft 

• Tending to be more trusting and vulnerable than adults, young people 

could be tricked into doing so, being told by the stranger that "It is OK". 

• Such private information could include actual login details, contact details, 

addresses or passwords – or words or names young people use to prove 

their identity or on profiles, such as mother’s maiden name, football club, 

school, even the name of their teacher. Armed with private information, 

fraudsters can easily apply for credit in your child’s or your name, 

destroying their or your credit rating. 

9. Music, Movies and File Sharing (Peer to Peer or P2P) 

File-sharing sites and programmes can cause problems in three ways. The free-

to-use sites are likely to be breaching copyright laws, which means that either 

downloading or uploading is illegal. Some sites are used to distribute 

pornography, racist or other inappropriate or unlawful material, often masked as 

respectable content. These services also enable strangers to gain access to 

areas of the young person’s computer, leaving it open to viruses, spyware and 

‘botnet’ software. The young person should be guided as to where they can 

legally download music and video, e.g. sites such as iTunes, Spotify and 

Amazon. Alternatively, age-appropriate movies can be rented for them from a 

choice of online services. 

10. Social Media 

• Facebook is the most popular social networking site on the planet. All of 

the advice listed under social networking and instant messaging applies, 

including that about potential bullying, stalking, scamming, malicious 

https://www.net-aware.org.uk/networks/skype/
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posts, identity theft and hacking. Discuss these questions with the young 

person: 

▪ Do you know your friends? 

▪ Who can find what you post on Facebook? 

▪ Be in control of what you share online 

▪ How does your profile appear? 

▪ Do you know how to use 'graph search'? 

▪ How to manage ‘hidden from timeline’ changes? 

▪ How do you use your friends lists? 

▪ Do you know how to deactivate your account? 

• Twitter is a social networking site that enables its users to send and read 

short messages or ‘tweets’. With well over 500 million registered users 

around the world, it is one of the ten most visited sites, and becoming 

increasingly popular with young people. The main issues to watch out for 

and advise young people about are malicious or bullying tweets, and not 

clicking on links that could be a hoax.  

• Instagram is an American photo and video sharing social networking 

service owned by Facebook. The app allows users to upload media that 

can be edited with filters and organised by hashtags and geographical 

tagging.  

• Snapchat is both a messaging platform and a social network. It cannot be 

used from your desktop and exists only as a mobile app you can 

download to your iPhone or Android smartphone. Users can chat with their 

friends by sending them photos or short videos up to 10 seconds long. 

Think of it as texting through pictures or videos; text chats and video calls 

are two other key features of the app. A unique attribute of Snapchat is the 

ephemeral components of all the content that is shared on it. Photos and 

videos essentially disappear a few seconds after their recipients have 

viewed them. Messages and snapchat stories are posted for 24 hours 

before they disappear with no trace or record. Potential negative effects 

are bullying and inappropriate messages and images being sent. 

• TikTok is a popular social media app that allows users to create, watch, 

and share 15-second videos shot on cellphones. With its personalised 

feeds of quirky short videos set to music and sound effects, the app 

is notable for its addictive quality and high levels of engagement. Amateur 

and professional creators alike can add effects like filters, background 

music, and stickers to their videos, and can collaborate on content and 

create split-screen duet videos even if they are in different locations. 

Potential negative effects are bullying, addiction, adverse effect on mental 

health, and inappropriate content and language.   

11. Review  

This policy will be reviewed in line with changes to legislation. This policy may be 
subject for review prior to the date shown if deemed necessary. The registered 
manager will be responsible for reviewing this policy. 

https://www.getsafeonline.org/safeguarding-children/your-child-and-social-networking/
https://www.getsafeonline.org/safeguarding-children/your-child-and-social-networking/
https://en.wikipedia.org/wiki/Photo
https://en.wikipedia.org/wiki/Video_sharing
https://en.wikipedia.org/wiki/Social_networking_service
https://en.wikipedia.org/wiki/Social_networking_service
https://en.wikipedia.org/wiki/Facebook,_Inc.
https://en.wikipedia.org/wiki/Photographic_filter
https://en.wikipedia.org/wiki/Hashtag
https://en.wikipedia.org/wiki/Geotag
https://en.wikipedia.org/wiki/Geotag
https://www.snapchat.com/download
https://www.snapchat.com/download
https://www.lifewire.com/what-is-google-android-1616887

